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1. OBIIME NOJOXKXEHUS 11O YIIPABJEHUIO WHO®OPMAILIMOHHOM
BE3OMMACHOCTBIO

1.1. TepMumusbl, onpeneJeHIs H COKPAMEHHSA

Tepmun Onpenenenue
AXTHB [IpousBoNbHEN OOBEKT, NPEAMET WM CYIHOCTh, KOTOPBIE HMMEIOT
MOTEHIHANBHYIO WM (aKTHYECKYIO IeHHOCTh Al OfmecTsa
HudopManoHHbIi Pa3sHOBHIHOCTh  aKTHBA, MpEACTaBIsEOmas cobofi  mHGOpMAIHIO
| pecype Ha MaTepraJbHOM HOCHTETE
AJIMHUHUCTPATOP PaGorauk OOmecTBa, HAACIECHHBIM IIpaBaMHd aIMHHHUCTPUPOBAHUS

| ”HPOPMALOHHBIX AKTHBOB, B 00A3aHHOCTH KOTOPOTO BXOJAT IOAAEPXKKA

HEOOXOAUMBIX  3AIIMTHBIX Mep ®  oOecledYeHHe  HCIOJIB30BAHUS
UH(OPMALIMOHHOTO pecypca B COOTBETCTBHMU C TpeOOBaHNAMU BJIALENBLEB
ITHX PECYpPCOB

Busuec-npouecc (BII)

CucreMa  IIOCJICOBATENIBHOM,  IEJICHANPABJIECHHOHM  JCATCIHLHOCTH,
HeOBXOMMMOI I OcyIecTIeHHs OusHec-noTpebrocTed ObmecTsa

Bnanenen
HHGOPMAIIMOHHOTO
pecypca (akTHBa)

Pa6otaux O6miecTBa, HaJeNACHHBIH IMOJHOMOUYMSMH M OTBEYAIOIIHM
3a YTBEPXKJICHHE MpaB JOCTYyNA K aKTHBY B COOTBCTCTBUM C IPHHIIUIIOM
IPOH3BOICTBEHHOH HEOOXOAMMOCTH

BpenonocHoe 110

KOMIBIOTEpHAS - IporpaMMa Ji00 WHAs KOMIbIOTepHas wuHbopmanus,
3aBeIOMO IpeIHa3HAYCHHBIE AJIsI HECAHKIMOHUPOBAHHOTO YHMYTOXKCHHA,
6IIOKIPOBAHNS, MOAM(HUKALKH, KOIKPOBAHHS KOMIIBIOTEPHON HHbOpMaIuy
WM HETPAIH3aIlMK CPE/ICTB 3AIMTE KOMITBIOTEPHOH HHGOpMaLLK

6e3omnacHocTh (M1b)

JleMHUITUTapU30BaHHAS CerMeHT BBIYUCIHTENLHOM CETH, SBHO BBIICICHHBIA A Pa3sMEIICHUsS

3o0Ha (JIM3) CEpBUCOB, OTBEUAIONIMX Ha 3alPOCHI U3 CETH VIHTEPHET, U OrpaHUYCHHBIA
B JIOCTYIIE K OCHOBHBIM CETMEHTAaM CETH C IIOMOILBIO MEXCETEBOTO 3KpaHa

JloCTYyITHOCTB CpojictTBo MHGOpMAmuy|, KOTOPOE XapaKTEpH3yeTcsa obecredeHueM

nHopManuu GECIIPElIATCTBEHHOTO M CBOEBPEMEHHOrO HOCTyNa K HEH CyOBeKToB,
UMEIOIINX Ha 3TO OJHOMOYHSL.

HNudopmannonHas CocTosiupe 3almMINeHHOCTH uHTepecoB (ueneii) OOmiecTsa OT yrpo3s

B MHGOPMALMOHHOM cdepe, a Takke COXpaHeHHE KOHGUICHIHATBHOCTH,
IEJIOCTHOCTH M JIOCTYIHOCTH HHPOPMAITUK

HNudopmanoHHBIE
texgogoruu (1UT)

Ilpomecchl, MeTOABI  IIOMCKa, cOOpa,  XpaHCHHS,
IpEeOCTABIEHHS,  PAaclpoOCTpaHeHHs  HMH(popManuu |
OCYIIECTBIICHHs TAKUX MTPOLIECCOB U METO/I0B

00paboTKH,
CIOCO0BI

Hunuaent
uH(QOpPMAIIHOHHON
0e30macHOCTH

OnHO WIM HECKOIBKO HEXENATeNbHbIX COOBITHH HHQOpPMANMOHHOH
6E30MacHOCTH, ¢ KOTOPHIMH CBfi3aHA BEPOSTHOCTH HaHECEHHs yiepba
JOCTYIHOCTH, NEJIOCTHOCTH WM KOHGHIEHIMATEHOCTH HHGOPMALWH,
XpaHHMOH H 0OpabarbiBaeMoi B JIOKANGHOH BBHIMMCIUTENBHOM CETH
OOGmmecTBa

UT-undpactpykrypa

COBOKYIHOCTh HMH(QOPMAIMOHHBIX TEXHOJOTMH M TEXHHYECKHX CpPEICTB,
obecreunBaLIMX XpaHenne, 00paboTky ¥ nepeaady uHpopManyu

Kommepueckas TaliHa

PexxuM  KOHQHACHIMAILHOCTH  MHGOpMAlMM,  MO3BOJSIOIME  ¢e
06JIafiaTeNio NpH CYIIECTBYIOIMX MIH BO3MOXHBIX OOCTOSTEIBCTBAX
YBEIMYMTH JOXOIbI, H30€XaTh HEONpPAaBIaHHBIX PACXOIOB, COXPaHUTH
MOJIOKEHHE HA pPHIHKE TOBApOB, paboT, YCIyr WM NONYyYUTh HHYIO
KOMMEPYECKYIO BBITOLY

KonTtparent

IOpuandeckoe wid  Gusudeckoe Jmno,  ucmonesyoomee  HT-
nadpactpykrypy OO0 «HOII PMK-BE3OITACHOCTD» mpu HCHOTHEHUH
TPaXIAHCKO-IIPABOBOTO JOTOBOpa (HOAPSANYAK, [OCTABIIMK, IIapTHEP,
KOHCYJIBTAHT, CTaXep, IPAKTUKAHT U T. 1.)




KoHnHIeHIMATEHOCTH

CeoiicTBo uH(OpMAIMK, KOTOPOE XapaKTepHU3YeTICs COXPaHCHHEM €€

rHpOpMaITHN B TaliHE OT CYOBEKTOB, HE MMEIOMIHX [PaB HA HOCTYT K HeH

JloxaneHas Yactes UT-undpactpykrypsl OOmiecTBa, HCIONB3yeMas IS IepeAaqu
BBIUNCIIUTEIILHAS CETh HHPOpPMALUU

(JIBC)

MexceTeBOl 3KpaH,
Firewall

[IporpaMMHBIA ~ WIM  [POTPAMMHO-ANNApaTHBIA  JJIEMEHT JIBC,
OCYIIECTBISIOMME KOHTPONb ¥ (QUIBTPALUIO HPOXOIAIICIO YEPE3 HETO
ceTeBOro Tpaduka B COOTBETCTBUY C 3aMaHHBIMU MPaBHJIAMH

Hapymutens Cy6BeKT, pealu3yromuii yrpo3bl HHGOPMAITHOHHOH 6€30I1aCHOCTH

HCJ] HecauknnoHUpOBaHHBIA JOCTYII

HOII HexpanuduiimpopaHHas dIEKTPOHHAs MOANUCH

O61mecTBO 000 «4OIT PMK-BE30ITACHOCTb» o o

OmnepannoHHAasE CUCTEMA

(0C)

Kommieke B3aUMOCB3aHHBIX IIporpamMm, IpCaIHA3HAYCHHBIX
JUIS YOPaBJICHUS PECypCaMU KOMIIBIOTEpa U Opraiu3anin B3aUMOJCHUCTBUSA
C TITOJIL30BATECIICM

[Tapons CpeZicTBO IIPOBEPKH JIHYHOCTH MOIB30BATEN IS JOCTyHa K pecypcam
JIBC, obecreunparoniee HICHTAGUKALINIO W ayTEHTH(QUKALUIO HA OCHOBE
CBE/IeH Ui, N3BECTHBIX TOJIHKO IOJIb30BATENIO

IIporpammuoe I[IporpaMma MM MHOXECTBO HPOTPaMM, HUCIOJIB3YEMBIX I YIPABICHHU

obecneuenue (I10) 9BM

[Tonutuka [Tonutuka HHPOPMALIUOHHOM 6€301acHOCTH, YTBEPXKACHHASL
Pykosomurenem 000 «4OIT PMK-BE3OITACHOCTD»

[Tonw30BaTENb JIuno, TpymNa JHI MIH OpraHM3allys, NCHONb3YIomye NHPOPMALHOHHbIE
akTHBBI OOIIECTBA B IIEIAX PEIIeHUs 3a/1a4, OTHECEHHBIX K MX KOMIIETCHIUH

1311 [Ipoctas 351€KTPOHHAs IIO/ITUChH

Pernament PernaMedT wucmonb3oBanus HHEPopMmanuoHHbix pecypcoB OO0 «UHOII

PMK-BE3O0IIACHOCTb»

Puck uHbOpPMALIMOHHON

CobpITHE HH(POPMALIMOHHON 0e30ImacHOCTH, uMeroliee aBe

6€e3011aCHOCTH XapaKTEPHCTHKH: BEPOSATHOCTD HACTYILIEHHS COOBITHS U yIIepO BCIICACTBHE
HACTYIUICHHUS 9TOTO COOBITHS

C3U CpencTa 3amuTsl HHPOPMALUH

CK3H1 CpencTpa KpunTorpadidaecKoil 3aiuTsl HHbOpMAH

Yrpo3a DaKTOp UM COBOKYIHOCTH (haKTOPOB, CO3JAIOMIUX OACHOCTh HAPYIICHHUS

uHGOPMALHOHHOH [1EJIOCTHOCTH, AOCTYIHOCTH U (uiin) KOHG¥ICHIMATBHOCTH HHbOpMaUH

0€301aCHOCTH

YUb Viopasinenne WHGOOPMANHOHHOH O€30MACHOCTH  KOMIIaHMH-TIApPTHEPa,
okaspBaromed OOIIECTBYy Ha OCHOBAaHHH JOTOBOpPAa KOHCYJIBTAllHOHHBIC
yciIyru B 06acTd HHYOPMALHOHHOH 6€30macHOCTH

YUT CoOTBETCTBYIOMHME TO/Pa3/EICHHs KOMIIAHUU-TIAPTHEPa, OKAa3hIBAIOIIEH
OGIecTBy Ha OCHOBAHMHM JIOTOBOPA YCIYTH B 00IaCTH MHPOPMALMOHHBIX
TEXHOJIOTUH

Y A3BUMOCTD Cnaboe mMecTo B MHOOPMAIIMOHHON CHCTEME, KOTOPOC MOXET MPHBECTH
K HAPYIUEHMIO IENOCTHOCTH, NOCTYNHOCTH WM KOH(WACHIHATBHOCTH
nHGOpMaLITU

[{enocTHOCTB CgoiicTBO HH(GOPMAIMM, KOTOPOE XapaKTepH3yeTCs OOeCIeueHHEM ¢e€

uHpOpMaALUU JIOCTOBEPHOCTH M IIOJHOTBI

Security information and
event management

SIEM
l )

Kiacc mporpaMMHBIX MPOAYKTOB, IPEAHA3HAYEHHBIX s cO0pa 1 aHaIKM3a
uadopManuH 0 COOBITHAX O€30MaCHOCTH




RAID V36BITOYHBI MACCHB HE3aBMCHMBIX (CAMOCTOSTENBHBIX) JTUCKOB —
TEXHOJOTWSI BHPTYyAIM3AUMM JAHHBIX I OOBEIMHCHUS HECKOIBKHUX
(M3MYECKUX TUCKOBBIX YCTPOUCTB B JIOTHYSCKHMA MOYIIb M1 MOBBIICHUS
OTKa30yCTOMYMBOCTH H/WJIN NPOH3BOMUTENLHOCTH

RAT YV THIMTHI YAJIEHHOTO YIIPaBIeHUs (aMUHACTPHPOBAHIIST)

VLAN (BupTyanpHas TeXHOIOTHs], HO3BOISIOIAs TPOU3BECTH IPYIIIMPOBKY HECKONBKHUX CHCTEM
JIOKaJIbHAS B BBIIEJICHHYIO CeTh 6e3 (QM3udeckoro OTAENECHHS ITHX CHCTEM OT OOLIeH
KOMIIBIOTEPHAS CETh) CETH

VPN (BuptyanbHas TeppUTOPHAIBHO DaclpeleNieHHas KOPIOpaTHBHAs JIOTMYeCKas CeThb,
YaCTHAs CETh) co3maBacMas Ha 0ase yXKe CYLIECTBYIOIMX CeTedl  (JIOKanbHBIX

KOPIIOPATHBHBIX CETEBBIX CTPYKTYp, CETei CBI3H 06IIEro MoJb30BAHUS, |
cetn HMHTepHeT, CeTel CBA3U ONEPATOPOB CBSA3H), MMCEIOHIAs CXOJHBIH
C OCHOBHOI CeTpI0 Ha0Op YCIYr M OTJIHYAIOIIAsACs BBICOKHMM YPOBHCM
3aUIAThI JAHHBIX

1.2. Hasnauenue u 00J1acTh AelicTBua Periamenra
1.2.1. Lens Pernamenta

[lenmsio Permamenta sBnseTcss WCHONHEHHE HojNoxeHud IlomuTuku nHGOPMALHOHHON
6e30MaCHOCTH B YaCTH PEryTHpOBaHKs Hcnonp3opanus N T-uapacTpykTypbl OOLIECTBa KOHTPArCHTAMH.

Permament paspaboran ¢ ydetoM TpeOOBaHMH  32KOHOJATENBCTBA, MEXIYHAPOIHBIX
¥ HAIMOHANBHBIX CTAHJAPTOB, A TAKXKE JydINHX IPAKTUK B 001acTH HHPOPMAUOHHON 06e3011aCHOCTH.

Tpe6oBanus AanHOro PeriamenTa MOryT OBITH YCHIICHBI HIIH ocyiabrieHbl B KaXIOM KOHKPETHOM
CIIydae Ha OCHOBE Pe3yJbTaToB oleHKH prckoB b pabornukamu YIb.

1.2.2. Ob6nacts neiicteus PernamenTa

Hacrosmmii PernaMenT npuMmensercs Ha ypoHe OOmectsa ¥ [pH  B3aUMOJCHCTBHH
C KOHTpareHTamu, ucnonpssyromumu UT-uadpactpykrypy Obmectsa.

TpeboBanus PernamenTta sBISIOTCA 00A3aTENBHBIMA ISl UCIIONHEHHS KOHTPArCHTAMH B IIEPHOA
pcrons3opanus U T-urdpactpykrypsl OOmectBa. COOTBETCTBYIOIME MMOMOXKECHHS TOJDKHBI OBITh
BKJIFOYEHBI B 0053aTEIHCTBA KOHTPATEHTA 110 JJOTOBOPY (IIPUIIOKEHHE).

Tpe6GoBaHHs JaHHOTO PermaMenTa IPUMEHSIOTCS KO BCEM TEXHOJOTHSM, KOMITBFOTEPHOH TEXHUKE,
CceTsM, TPUWIOXKEHHIM, aBTOMATH3UPOBAHHBIM M OIEPAIMOHHBIM cucreMam OOIecTsa, K mpoueccam
aJIMHHACTPHPOBAHHS, COMMPOBOXIEHHS i HCIIOIB30BaHMs HHYOPMALIOHHEIX CHCTEM OOmecTBa.

Ucnonp3opanne uHGOPMAUMOHHBIX akTHBOB (OIiecTBa, BHE 3aBUCMMOCTM OT  LCIH,
ABTOMATMYECKM HAKJIAJBIBAeT OTBETCIBEHHOCTh IO COOMIOmeHHIO TpeOOBaHWiA, MPEAYCMOTPEHHBIX
JIaHHBIM PeriiamMeHToM.

1.3. CoorBeTcTBHE 3aKOHOAATE/ILCTBY

1.3.1. JlesTeNBHOCTh KOHTpareHTa mo ofbecnedeHHIo HHGOPMALIMOHHOH 0€30macHOCTH  JI0JDKHA
COOTBETCTBOBATEH TPEOOBAHUAM ACHCTBYIOIIETO 3aKOHOAATEIBCTBA.

1.3.2. KoHTpareHT JODKEH UMETh COOTBETCTBYIOIIME JIUIICH3WU HA BUMABI NCSATEIIBHOCTH ITO obpaboTtke
¥ 3amuTe HHGOPMAIMH, OMpelNeleHHBIE NCHCTBYIOUIMM 3aKOHOJATENBCTBOM KaK IOUICKAINMC
JMLIEH3UPOBAHMIO.

1.3.3. Vcmosb30BaHME KOHTPAreHTOM 0OBEKTOB aBTOPCKOTO IPaBa i HHTEJLIEKTYaIbHON COOCTBEHHOCTH
JIOITYCKAeTCs TOJBLKO TIPH HAIMYMH HCKMIOYMTENBHBIX NpaB WM HA OCHOBaHMM ¥ B paMKax
JIMIEH3UOHHBIX COTVIAIEHHH C X MPaBoo0IIafaTe sIMH.

1.3.4. O6paboTka MEPCOHATBHBIX NAHHBIX MOJDKHA OCYIIECTBIATHECA KOHTPAreHTOM B COOTBETCTBHU
¢ TpeGOBaHUAMH JEHCTBYIOIIETO 3aKOHOAATENBCTBA U 3aKII0YEHHOTO IOTOBOPA.



1.3.5. NudopMaruoHHple CHCTEMBI KOHTpAareHTa MIOJDKHBI DEryJIsSpHO NPOBEPATBCA HA MpeaMET

21

2.1.

222

2.3.

cooTBeTCTBUSA TpeboBanusm OGmecTsa B 06nacti HHGOPMAMOHHOK 6E30MIACHOCTH.

POJIA 1 OTBETCTBEHHOCTb 3A OBECIIEYEHHUE HHO®OPMAIIMOHHON
BE3OITIACHOCTH

IIpeacraBUTEH KOHTPATr€HTOB

KonTpareHTsl B paMKax WcroiaHeHus TpeOopanuii PernaMenTa HeCyT OTBETCTBEHHOCTS 3a:
03HAKOMJICHHUE TIO{YMHEHHBIX paOOTHUKOB, HCIIONHUTENEH ¢ TpeboBanuamu PernamenTa;
BBHIIOJIHEHKE TpeOoBaHmid Pernamenra,

KOHTPOJIb BBIIOJIHEHKS OTYAHEHHBIME pabOTHUKAMH, UCTIOTHUTENAMH TpeOoBanHuii PernamenTa,;
cozeiicTeue mpeacTaBuTensM OOINECTBA B CIIY)KeOHBIX PaccIefOBaHMAX MO GakTam HapylleHHs
TpeboBanuit 1b;

CBOEBPEMEHHOE  MPENOCTAaBIEHHE TpeOyeMbIXx  JOKYMEHTOB H  HHOH  HMHboOpManuu
yIIOJHOMOYEHHBIM mpencTapuTesM O0mmecTna.

Yupasienue nHGopMaLOHHOI 0€30aCHOCTH

Paboruukn YUB B pamkax ucnonneHns Tpebopanuii PerilaMeHTa HeCYVT OTBETCTBEHHOCTE 3a:
COTTIACOBAaHHME JOCTYIIA MPEACTABUTENIM KOHTpareHToB kK UT-HHpacTpykType OOmecTsa;
pa3paboTKy Mep, HOPMATHBHBIX JOKYMEHTOB W TEXHHYECKMX PEINCHUH, HalpaBIeHHBIX
Ha MuUHUMI3aIuio puckos Ub;

uaeHTHdUKAIMIO U apanu3 yrpo3 B, ucrounukos yrpo3 UB, ysa3BuMocTel HHOOPMAIMOHHBIX
pecypcoB, puckoB peaniuzanuu yrpos Hb;

MOHHUTOPHHT ypPHaIOB HHOPMAIIHOHHOM 6€30HaCHOCTH (KYPHAIOB CETEBBIX COOBITHH, NEHCTBHH
[OJIL30BaTeell M aJIMUHHCTPATOPOB HHGOPMALMOHHBIX CHCTEM, JXYPHAIOB AaHTHBHPYCHBIX
npunoxenuii), SIEM-cucrem U T. 11.;

BBLISIBJIEHHE, OPTAaHHU3AIIUIO PACCIeNOBaHKS 1 JIMKBHAALNIO HUHIUAEHTOB Hb;

KOHTpPOJb MCIOJHEHAS MPEACTABHTENSAMH KOHTPAreHTOB TpeOoBaHMi PermaMeHTa M HHBIX
HOPMAaTHBHBIX ToKyMeHTOB O0mectna B obnactu Ub;

COTJIacOBaHMeE UCKITIOYEHH u3 061acTu AeficTus [ToMNTHKY HHPOPMAIHOHHOMH 6€30TIacCHOCTH;
OCYIIECTBIIEHHE KOMMYHHUKAIIMH C KOHTpareHTamu 1o Bonpocam Vb ot umenn ObmecTsa.

Yupapnenue uHPOPMAITHOHHBIX TEXHOJIOrHH

Patoruuku YUT B pamkax ucroaneHns Tpebopanuit PeriiaMenTa HeCyT OTBETCTBEHHOCTH 3a:
npenocraBicHie KoHrpareHram pocryna kK UT-mrdpactpyxrype OOLuecTBa moCie MONYyYCHHS
cornacosannsa YUB;

xoupuryparmo NUT-aktusoB O6miecTBa B cOOTBETCTBHYU ¢ TpeboBanusmu Ub;

peanusanuio TpeboBanuii wHbOpManmoHHOM 6e3omacHoctH B HMT-mpoekTax mo pa3sBUTUIO
UHQPOPMAUMOHHOH HHGPACTPYKTYpBI, & TaKKe 10 pa3paboTke W BHEAPEHUIO HHOOPMALMOHHBIX
CHCTEM;

peanu3annio KOPPEKTUPYIOMINX MEPOTIPUATHI 1T0 pe3yabpTaTam ayaura Wb,

IpEIOCTaRNEHHE TPeOYEMBIX JOKYMEHTOB M WH(pOpMAIWH IS NPOBEACHHS HIACHTH(UKALMA
4 OLleHKU puckoB Ub;

COZIEHCTBHE B pacClIeTOBAHUMN HHITMICHTOB HHPOPMAIIMOHHOH OE€30IIaCHOCTH.




2.4. Tloapasnenenue-kyparop O6mecTBa, 0TBETCTBEHHOE 32 3aKJII0CHHE JOTOBOPA

PyKOBOJIMTE b 0IPA3/ICICHUA-KYDATOPA ¥ OTBETCTBEHHBIE MCIIOIHUTENH 110 IOTOBOPY B paMKax
HCIONHEHNS Tpebopanmit PernaMeHTa HeCyT OTBETCTBEHHOCTD 3.

® BKIIIOUEHHE TIOJIONKEHHH o coOmomenuy TpeOoBaHuil Permamenrta W OTBETCTBEHHOCTH 3a HX
HapyuieHne (B COOTBETCTBHM C IIPHIOKEHHEM) BO BCE HOTOBOPEI, JOMOIHUTEIBHBIC COTNAIICHUS
¥ MHblE JOKYMEHTHl, YCTAHABJIMBAIOIIHE KOMMEPYECKHE  OTHOMICHMS  CTOPOH,  €CIH
B3aMMOJIEHCTBAE CTOPOH Mpe/moNaraeT noxyuenue npocryna k MT-umdpacrpykrype Obmiectsa
B KakoM-TH60 Buae (OpUOBITHE MpEACTABATENs KOHTpareHTa Ha 00BeKT —OOuiecTBa
JUIS IPOBE/ICHMS paboT, MOy YeHAE YAAICHHOTO I0CTyIA 1 T. [1.).

2.5. OTBEeTCTBEeHHOCTDb 32 HeucinoJdHeHue Periamenra

HapylreHne KOHTpareHTOM TpeOOBaHuM PernameHTa MOXeT OBITB BBIPAXEHO KakK B dbopme
ZelCcTBUS, TaK U Oe30eiCTBU.

Hapymienue MO  HEBBIIONHEHHE KOHTpareHToM TpeboBammii — PernaMeHTa — ABISETCS
HeHAJUTEXKAIIM WCIIOJHEHIEM JOTOBOPHBIX OOS3aTeNbCTB U BJIEYET 3a COOOM MOCNCACTBUS B BUIC
[IPUMCHEHUS K KOHTPAareHTy CaHKIIHH, a8 AMEHHO!

o mpenocTepexeHus (TpebOBaHMS NPEKPATHTh HAPYIIEHHE MOJIOXeHHH PeriamenTta B CpOK,
yKazaHHbIH OOIIECTBOM);

® mrpapa B pasmepe 200 000 (mBecTH ThICAY) pyOned 3a KaxIbIH GbaxT HapyUICHHS WA
HEBBIOJIHEeHHs TpeOoBaHuil Pernamenra;

B PacTOpKeHHs JOroBopa.

B ciyuae HEBBIIONHEHUs TPeGOBAHHN TIPENOCTEPEXEHUs (HE YCTPAHEHHS BBIABJICHHOIO
HapylIeHHs) B YKa3aHHBIH CPOK, B CJIy4ae BBISABJICHHS IHOBTOPHOIO HapyIICHHS TpeboBaHUM
PernamenTa, a TaKXe B CIydae, KOTa yIepO, BHI3BAHHBIA JaHHBIM COOBITHEM, MPEBBICKUIT OJIUH
MIUIHOH py6uei, OGIIECTBO BIpaBe B OJXHOCTOPOHHEM BHECY/ICOHOM MOPAJKE OTKA3aThCs
OT HCTIONHEHMS JIOTOBOPA, 3AKIIOYEHHOTO ¢ KOHTPareHTOM, M MOTpPeOOBaTh KOMIICHCAIMH
BBI3BAHHBIX TPEKpallEHHEM JO0roBopa YOBITKOB. Jloropop OyaeT CUMTAaThCA NPEKPALICHHBIM
¢ MOMeHTa HarpapieHuss OGIIECTBOM B afipec KOHTPAreHTa yBeJIOMIIeHHUs 00 OTKa3e OT J0roBopa;
° 3ampeTa JaTbHEHIIMX KOMMEPYeCKUX OTHOEHui ¢ O0mecTBOM (BHECCHHE B «YEPHBIH CIIHCOKY).
Bz npuMeHSEMBIX CAHKIHIA B KaXIOM ClIydae ONpe/Ie/sieTCsl Ha OCHOBAHUH PEIICH O6uiecTBa
U B COOTBETCTBHH C IOJIOKEHHSMH IOTOBOPOB, JOMOIHHUTENIBHBIX COIJIAIICHHH W HHBIX JAOKYMEHTOB,
pErNaMeHTHPYIOIMX OTHOIICHHUs KoHTparenTa u Omecrsa.
B ciyuae BeIiBNeHHS (aKkTa HAPYUICHHS HJIM HEBBINONHEHUsS TPeOOBaHHH Pernamenrta
corpynauxamu YUB cocTaBnsercs akT, B KOTOPOM GHKCUPYIOTCS:
JlaTa ¥ BpeMsl HapyHICHHS;
OIIMCaHHE BHIABICHHOTO COOBITHS,
HOMEpa IIyHKTOB PernaMenTa, KOTOpbIe ObUIM HAPYLICHb MK HE BBITIOJHCHBI,
JIHIIO, IONyCTHBIIEE HAPYIICHHUE HIH HEBBITOJIHEHUE PernaMenra;
CPOK YCTpaHEHHUS BBIABICHHOIO HAPYICHHS;
fociueacTsus (ymep6), BhI3BaHHbIE JAHHBIM COOBITHEM;
CaHKIMs, KOTOPAas IMOJIEXXUT IPUMEHEHUIO K KOHTPAreHTy.
DK3eMIUIAPHl aKTa HAIPAB/SIOTCS KOHTPAareHTy M PYKOBOAWTENIO IOApas[eieHUs-Kyparopa,
OG6wecTBOM TIPHEMMAETCA pEINEHHE O Xapakrepe (BHAE) CAHKIMKA B OTHOMICHHM KOHTPArcHTa,
JOMYCTHUBINErO HapyIIeHUE WM HEBBIIONHERNE PernamenTa.
KonTparenT 00s3ad B CPOK, YKa3aHHBIH B aKTe, yCTPAHUTH BBIIBJICHHBIC HAPYIICHHUS  HAITPABHTD
B anpec OOImecTBa oTBeT 00 yCTpaHeHHMM HapymieHus. HapylmeHHE KOHTpareHTOM TpeOOBaHUH aKTa
BYaCTH CPOKa YCTPAaHCHHs HapyUIEHHS SBAAETCA OCHOBAHWMEM [UI INPUMCHEHHS IPYTHX CaHKIHHI
B COOTBETCTBHY ¢ PermaMeHTOM.
B ciyuae IpuMeHeHns mTpadHbIX CAHKIMA CPOK OIIaThl cocTasiiseT 10 pabodux AueH ¢ MOMCHTA
IOJIy4eHHs KOHTPATEHTOM aKTa O BBIIBJICHHOM HapylieHWd. B crydae OTCYTCTBHS OILIATHI mrpada
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OGMECTBO OCTApiseT 3a COGOH MpaBO B OIHOCTOPOHHEM MOPSAKE yAepKarb CyMMy mrpada
[p¥ BBIIOJIHEHUH OIUIATHI II0 JOTOBOPY.

w e o @& o o

3.1.4.

3.1.5.

OCHOBHBIE TPEEOBAHMSI HH®OPMAIIMOHHON BE30IIACHOCTH

TpeGoBaHus K YIIPABJIEHHIO Y4eTHBIMH 3aIIUCAMM M0/1b30BATEICH

Kaxplit mONb30BaTelb MODKEH WMETh OVH YHHKAIBHBIA WACHTHQUKATOP (JIOTHH), KOTOPBIA
HCIONB3YETCS MM I OCTyna K MH(GOPMAIlHOHHEIM aKTHUBaM. YUETHAs 3alHCh MOJIB30BATEN,
cosmaBaeMas T pabOTBl KOHTPAareHTOB, JOKHA HMETh OrPaHMYCHHBIA CPOK JICHCTBHA,
cornmacyemsiii YUD.

[IpenocTaBieHne MOCTYNa KOHTPAreHTOB K HMH(pOPMAIMOHHBIM aKTHBaM OOmiecTBa IOIKHO
BBITTOJTHATHLCS HA OCHOBAHMHU 3aIIpoca PyKOBOAUTEN OPraHM3alluyl 1I0CIE COrlaCcOBaHUs 3ampoca
pykosoacTeoM YUB. B manHOM 3ampoce KOHTpAareHT 00s3aH HepefiaTh CHEAYIOUME CBEACHH
0 pabOTHHKAX, JUIS KOTOPBIX 3allpalliBacTCs AOCTYIL:

®.N.0,; ‘

JOTIKHOCTB;

aJipec NEKTPOHHOM MOYTEI,

KOHTAaKTHEIH HOMep Tenedona;

ONKCAHHE HODKHOCTHBIX 00s3aHHOCTEH / 000CHOBaHME HEOOXOMMOCTH A0CTYA.

Heo6X0MMBIM YCIIOBHEM JUIS COrJIACOBaHMs AOCTYIAa K MHGOpMamuoHHBM akTuBam OOIecTsa
SBIAETCS NPEIBAPHTENLHOE MOMIKCAaHHe KOHTpareHToM Corjamesds O HEpasTIIAleHAN
xoHOUIeHIMATbHOM nHGopMarmu (NDA) mo ¢opme OOiiectBa, a TaKKe COrIacHe co0I01aTh
TpeGOBaHUs HACTOALIETO PernaMenTa 1 HECTH OTBETCTBCHHOCTD B CIIyJae HapyIICHUS TIOJOXEHUH
Pernmamenra.

Pab6ora monp3oBateneii ¢ cucreMamu JIBC HoimkHA NMPOM3BOAMTECS TOJIBKO C HCIIOJB30BAHHEM
JOMEHHBIX Y4ETHBIX 3anuceii. ICKII0O4eHUEM ABISAIOTCS CEPBUCH, I7IE HCIIOIb30BAHME TOMEHHBIX
YYETHBIX 3aMCEH TEXHUYECKH HEBO3MOXHO. 3alpeliaeTcsi HCIOIb30BaHUE JIOKATBHBIX YHETHBIX
3ammEcell  MONBb30OBAaTeNel, 3a HCKIIOYEHHEM CJIyd4aeB IIPOBEACHHSA paboT 10 HAcTpoike
WM YCTpaHEHHIO Hermolanok B padote I10.

Kask/Ibiii MOMb30BaTeNb 0053aH OCYILECTRIATE JAOCTYN K HHpOpMaHOHHEIM akTuam ObiiectBa
TONBKO ¢ MCIOJB30BAKHMEM JIMIHOM ydeTHOl 3anucu. [lepeada JoCTyna K CBOEH YYCTHOM 3aliCH
JPYTHM JIALIAaM CTPOTO 3alpellcHa.

B ofmem ciyd4ae HCIOOJNB30BAaHHE @paB JIOKAIBHOTO aJMHUHACTPATOpa NPEICTABUTEIIAMU
KOHTPAreHTOB 3apeleHo. 1Ipasa JOKAIBHOTO aIMHHECTPATOpa MOIyT OBITH BBLTAHBI yYETHOH
3QITHCH TI0JI30BATENS B CIIydae HAIMYHMs IIPOU3BOICTBEHHON HEOOXOMMMOCTH 1 IO COTJIaCOBAHHUIO
c YUB.

MCIIONb30BaHME «TOCTEBBIX» YUETHBIX 3amucei (Y9eTHBIX 3amucei 6e3 nmapons) s gocryna k MT-
nadpacTpyKType HE JOIyCKAETCH.

JIoCTyll KO BCEM pecypcaM ¥ CEpBHCAM IIPENOCTABISAETCS B COOTBETCTBHM C ITPHUHIHIOM
MHHUMAJIEHONU HEOOXOTUMOCTH.

3ampelnaeTcss CaMOCTOSTENBHOE IIOBBINICHHE IPUBWICTHH, @ TaKKE HHBIC MCETOABI
HECAHKIMOHUPOBAHHOTO PACIIUPEHHS JOCTYIIOB YYETHOM 3aIHCH.

VyeTHAas 3amMUCh MOIH30BATENS MOJIEXKUT OTKIIFOUEHHUIO B CISYIONNX CIIydasX:

HAJIMYKE Mpu3HaKoB uHIuAeHTa Wb, 3aTparusaronmx nojab30BaTels;

oTCYyTCTBHE BXOJOB B cepuckl UT-undpactpykrypsl OOIIECTBa 3a MOCIEHHAE 2 MECAIa;
yBEJIOMJIEHHE KOHTPareHTa O IIPEKPAIEHHH JOCTYTa €r0 IPECTaBUTEINIO;

3aBepuIeHne paboT IO NPOEKTY, AJIs KOTOPOro BBIIABAJICS JOCTYII.

TpeboBanus K NapoJIbHOH 3amMTe



3.2.1.

3.2.2.
3.2.3.

3.2.4.

3.2.5.

3.2.6.

S2AT7.

3.2.8.

3.2.9.

3.2.10.

3.2.11.

I[lepBOHAYATLHEIA MAPONL K YYETHON 3alHCH reHepupyeTca pabOTHHKAMU VUT u nepenaercs
xoHTparedTy no CMC, B 3aIIMINEHHBIX MECCEHIKEPAX, TOJIOCOBOW CBA3BIO b0 mpH TMYHON
BCTpeYe. 3ampelnaercs mepefaya Iapojiel Mo SAEKTPOHHOW MOYTe HIM YEPe3 TPETBHX JIHIL.
[Tonp3oBaTens O0s3aH CMEHUTHL IIONYYCHHBIA MApoJib IHpPH IIEPBOM BXOJAE B CHUCTEMY.
[Taponp K y4eTHOH 3amuCH NONB30BATENS TOJDKEH YIOBICTBOPATE CIIEAYFOIIHM TpeboBaHuAM:
JIIHA He MeHee 12 CUMBOJIOB;

JIOJDKEH COJEPKATh 3arjlaBHbIe M CTPOYHBIE OYKBEI, HU(PEL, a TAKKe CrieluaNbHbIC CHMBOJIBL:
(@#S% " &*()-_+=~[1{}[\:;""<>,.7/)

HE JOJDKEH COBIIAJaTh CO CIIOBAPHBIMH CJIOBAMH, a TaKXe COACpXaTh JHMYHBIC [aHHBIC
[10J1530BaTeNs, KOTOPHIE OBl MO3BOJISIIM BEIYUCIIUTh 3HAYCHHE 1apOJIs, HallpUMeEp:

o ®. . O., HoMepa TenedoHOB, MAMATHBIE IATHI (IHH POXKAECHHUS U T. 1.);

o IOC/IeIOBATEILHO PACTIONOKEHHBIE Ha Ki1aBhaType cuMBOIbI («12345678», «QWERTY»,
uT. 1)

o oburenpuHATHE TepMuHbI 1 cokpattenus (KUSER», « TEST», «ADMIN» u 1. 11.);

Iapojib HE JOJDKEH COBIANATh C IOCIIEJ0BATENBHOCTAMU CHMBOJIOB, HCIIOIb30BAHHBIX B KAY€CTBE
10 mpeapIyIIuX Daponieil moIb30BaTeNs K JOMEHHON YUETHOM 3amicy;

apojib K JIOMEHHOM Y4YeTHOH 3alliMCH He JODKEH COBIAAaTh ¢ MApoNIiMH, HCIOJIB3YEMBIMH
II07TB30BaTENEM IS AOCTYIIA K APYTUM CHCTEMaM (Hampumep, AoMamuuil iaTepreT, Gecruiathas
DIIEKTPOHHAS 0YTa, POPYMBI H T. II.).

CMeHa 1apoJieii Jo/KHA IIPOU3BOIUTHCS HE Pexe OXHOTo pasa B 90 nHe.

B cimydae BBOma HempaBwibHOTO mapoys 10 pa3s moapsa ydveTHas 3anuch IOJb30BATENA
GIOKHpPYETCA JI0 PACCMOTPEHHS IPUYHH ONOKHPOBKH paboTHHKamu Y Ub.

[Monp30BaTensaM 3ampellacTcs Iepeaya mapoieil OT CBOMX YYETHBIX 3alMCCH TPETHHM JIHIAM
B KakoM-1100 BHIE.

3anpermaercs XpaHUTh napoiu (cepTuuKaTh], KIIOYH TOCTYHA U T. 1.) Ha OYyMaKHBIX HOCHTEISIX
¥ Ha JJIGKTPOHHBIX HOCHTENSX B OTKPHITOM BHJE, T. €. 6€3 HCIONB30BaHHsA CPEACTB UGPOBAHUS,
B 9ACTHOCTH, 3aIIPEILEHO XPAHEHHe apojell B TEKCTOBBIX (aiiax U JOKyMEHTaX.

3ampemaeTcs mepeaasaTh napoiu (ceprudHKarsl, KIFOYH JOCTYHA U T. [.) B OTKPBITOM BHJE, T. €.
6e3 MCIOAb30BaHUS CPEACTB IHPPOBaHKs, B YACTHOCTH, CTPOTO 3alpelleHa nepeiada mapoei
B TEKCTE COOOIEHUN 3IIEKTPOHHOH IMOYTHIL.

B cnyuae wucnone3oBamus [1O wim  oOOpyNOBaHMs, KOTOPOE IIOCTaBISCTICS BMECTE
CO CTAaHJAPTHBIMHU IIAPOJISIMH, 3aJaHHBIMH IPOH3BOMUTENEM, YIIOIHOMOYEHHBIE NPEACTABUTENN
KOHTpareHTa M3MEHSIOT TaKue IapoiM Ha CIyYalHO CreHEepUPOBAHHBIE W YIOBJIETBOPAIOUINE
tpeboBaruam Wb, nocine 4ero coobIIaroT napoiib yIoJIHOMO4YeHHbM paboTHukam YUT.
PexoMeHIyeTcs XpaHHTb Napolid B cenuam3nposanHoM [1O (MeHemkepax napoJiei), Hanpumep,
KeePass.

3ampeInaeTcss MCIONL30BaTh MApOiM B AHKETHBIX ONPOcax, HaMeKaThb Ha (opmar mapoiei,
HA3BIBATH UX B HPHMCYTCTBHH MOCTOPOHHHX JIMI, OTBEYATh Ha JIOOBIE 3aMpOCHl B OTHOIICHHH
TapoJieil, a TAKXe BBOAWTH MAPOJIM OT CILyXeOHBIX YYETHBIX 3aIlicel Ha KAKhX-MOO0 CTOPOHHUX
pecypcax.

[Tonp30BaTensaM 3alpeIiacTcs YCTaHABINBATh M HUCIOIB30BATh OMMHAKOBBIE MapONIH AJIL AOCTyna
K pasnuyHbiM nHbOpMAIMOHHEIM akTuBaM OOIIeCTBa, 38 HCKIFOYCHUEM CITy4acB UCIOIb30BAHHA
eIMHOM (JIOMEHHOM) YUETHO! 3aIllUCH.

JInst CHYDKEHHS PHCKOB BOSHMKHOBEHHS MHIIACHTOB V1B nons3oBarenu 06g3anbl:

B Clydae IOO3PEHMS HA TO, YTO HAPOJh OT YYETHOM 3aIlMCH CTalI M3BECTEH TPETHHM JIHIAM,
He3aMeLTUTENbHON TOMEHSTH apoJib H COOOIIUTH O BO3MOXXHOM (PaKTe KOMIIPOMETALIMH YUCTHOH
sanucu B YHB, a Takke CBOEMY HEITOCPEACTBEHHOMY PYKOBOIUTEINIO;

B CIydYae MONYYeHHS OT KOro-iu0o mpocs0bl COOOIIMTE INapoNlb OT YYETHON 3aIlUCH
HE3aMeAIUTENLHO COOOIHTD 0 ciryunBmemcs B Y Ub;

He3aMeUTHTENEHO MEHATH IapoJIb K CBOEH yueTHOl 3anucu 1o Tpedopanuio YUb.



3.3.

3.3.1.

3.3.2.

3.3.3.

3.3.4.

3.3.5.

3.3.6.
3.3.7.

3.3.8.

3.3.9.

34.

3.4.1.

34.2.

3.4.3.

3.5.

3.5.1.

TpebGopasus N0 KCNOJIL30BAHHIO TEXHOJIOIHii YIAJEHHOr0 J0CTYNA

VianeHHbI JOCTYN HPEIOCTaBIseTCS KOHTPareHTaM Ha OCHOBAHWM 3aIIpOCa PYKOBOIMTEINA
OpraHW3alMH TOCJIE COTJIACOBaHWs 3ampoca pykoBoacTBoM YHUb. 3ampoc nomxeH comepxkaTb
000CHOBaHNE HEOOXOUMOCTH YJAIIEHHOTO JOCTYIIA VIS KAXKAOro IMOJIb30BaTENs.

Bcee ynanennsie mopkmodenus K JIBC ObmecTsa MODKHEL OCYIIECTBISATECA € MCIOJIB30BAHUAEM
texuonorud VPN, foctymubix mpotokonoB IPSec, L2TP over IPSec mmu SSL. JlomxHa
obecnieunBarscs AByx(akropHas ayTeHTH(UKANMs NONb30BATENEH INpH YJAICHHOM JOCTYyIIE
K JIBC ¢ ucnoin30BaHAEM 3AIIUIIIEHHBIX TPOTOKOJIOB aBTOPH3AIIHH.

VialeHHBIM JOCTYIl IPEJOCTABJISACTCS MOJB30BATENsiIM B COOTBETCTBUH C IPUHLUIIOM
MHHUMAIBHOH HEOOXOAUMOCTH.

Ilpy [pemOCTaBICHUH YNAJICHHOTO MAOCTyNa [JIS KaXOOro IMOJb30BATENd MM  IPYIIIBI
[OJb30BaTeNell JO/DKHA OBITh HACTPOEHA IMOJIHMTHKA OC30IIaCHOCTH, ONMpPEAETSIoas nepeucHb
axTHBOB OOIIECTBa, K KOTOPHIM IIPEAOCTABISIOTC JOCTYII, M [IpaBa OCTyMa.

Bce ycTpoiicTBa, WCIONB3yeMbIe JUIS yAAJCHHOTO AOCTyma, JO/DKHBI UMETh CPEJCTBA 3aIlUTEHI,
BK/IIOYAIOIME AHTHBHPYCHBIE pEHIEHHs, MEXCETEBblE OKPaHBI, CHCTEMBl OOHApYKEHUS
BTOPKEHHI, & TAKXKE CPEACTBA KOHTPOJIS IPHIIOKEHHH U YCTPOUCTB.

3anpelaeTcs nepeAaBaTh yupapieHHE YAAICHHBIM COCIUHEHHEM TPETHUM JTHALAM.

VnaneHHOe yIpaBieHHe pabouMMH CTaHIMAME U cepBepamu, Haxoxamumucs B JIBC Obmectsa,
OCYIIECTBIISETCS MIPH TIOMOIIH IpoToK0Aa RDP B COOTBETCTBYIOLIMX YTUIUT, BXOAAIIHX B COCTAB
omepanuoHHOR cucTeMbl Microsoft Windows. JIns Unix-ofioOHBIX CHCTEM 00s3aTeNbHO
HCIIONB30BaHKe MPoTOKoaa SSH ¢ apTopu3anueii mo cepTuHUKaTy.

Crporo 3ampemaercsi WCIOJIb30BAHHE CTOPOHHHX YTHJIMT Y/IaI€HHOTO aJAMHHHCTPUPOBAHHMS
(RAT), takux kax TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin u T. 1.
VckmodeHUEeM SBISIOTCS CIOydaW, KOIJla HCIIOJNB30BAHHE TaKdX YTHINT COIJIACOBAHO
pykoBoactsoM YUDb.

[Ipy ynameHsoM ymnpaeienwd cucreMamy, Bxomsmumu B JIBC OOGmecrtsa, 3ampelieHo
KOIHpoBaHKe HHGOPMAIK Ha JTUYHBIE YCTPONCTBA.

TpeGopannsi no pusngecKkoii fe3onacHocTH NoMemennii 06paboTku uaGopmanuu

B cirydae HEOOXOIUMOCTH TONYYEHHUs HOCTYNA B [IOMeIIeHHs 00paboTku nHpopmanuu (LeHTPEI
00paboTKH TAHHBIX, KPOCCOBBIE U T. I1.) IPEJCTABUTENAM KOHTPAreHTa PyKOBOIUTENb OpPraHH3aliu
JOJDKEH 3apaHee (He MeHee ueM 32 3 pabo4ux JiHs IO IIaHUPYeMO#i JaThl Hauasia paboT) HAaIpaBUThH
B O6I1eCTBO MHCHMO, B KOTOPOM YKa3aTh:

IIepedeHb MOMEIIEH I, B KOTOPBIE HEOOXOAUM JIOCTYII, & TAKXKE COCTaB IIPOBOJMMBIX paboT;

JaTy B BpeMs Hadaiia paboT, a TaKkKe UX NMPOAO/DKUTENLHOCTE;

CIIHCOK JHI, KOTOpeIM Tpebyercs moctyn B mnomemenus: P.M.O., macmoprabie JaHHBIE,

* IOJKHOCTH, a[peca SIEKTPOHHON MOYTHI H KOHTAKTHEIE HOMEPa TENE(OHOB;

CIIHCOK TEXHWKH, BHOCHMOH Ha Ttepputopuio OOmmectBa: Mapka, MOJENb, CEPHUAHBIH
Y MHBEHTAPHBIN HOMED.

JocTyn B momemeHus 06paboTku HHGOPMAlMU JOJDKeH ObITh COracoBaH pykoBoncTBOM YUb
1 OCYIIECTBIIATLCA B COPOBOXICHUH COTPYIHUKOB CILy>KOBI OXPaHBbI.

Wcnons3oBaHne (GoTo-, BHAEO-, ayIHO- U HHOW 3amuchiBarolleil texuuku (Hampumep, ¢oto-,
BHICOKaMep, BCTPOCHHHLIX B MOOWJIBHBIE TenedoHbI) mpd paboTe B IOMEIIEHHAX 06pabOTKH
uadopmanuu 6e3 pazpemenus Y b sanpemeno.

Tpebosanus no ucnoab3osanuio UT-undppacrpykrypsr O6mecTa
IIpu pabore ¢ cerpto MuTepHer m3 ceTelt OOmiecTBa KOHTparcHTaMm 3alpelleHO CKavuBaTh

1 YCTaHABJIMBATh pOrpaMMHOe oOecmedeHHe Ha paboune CTaHIUM M CePBEPHI Q61ecTBa
0e3 cornmacosaund ¢ YUB.
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3.5.2.

BrS3-

3.54.

3.5.5.

3.5.6.

3.5.7.

3.5.8.

3.5.9.

3.5.10.

3.5.11.

3.6.

3.6.1.

3.6.2.

3.6.3.

3.6.4.

ITpu paboTe ¢ ceTbio MHTEPHET ¢ KCIONb30BaHIeM aKTUBOB OOIIeCTBa KOHTPAreHTaM 3anpeIueHo
TIOCemarh BeG-pecypehl, HE MMEIOIINE HETIOCPESACTBEHHOrO OTHOIIEHHS K pabote. [ledrensHocTh
KOHTpareHToB Npu pabore B cetd MHTEpHET MOXET KOHTPOJIHPOBATECS, IPOTOKOIAPOBATHCS
¥ IePHOAMYCCKH TPOBEPAThCA  YIOMHOMOYeHHsMH paGothukamu YUB. McnonmssoBasue
UHGOPMALIMOHHEIX pecypcoB OOIMecTBa KOHTPAT€HTOM O3HAYAET COTJIACHE C TEM, YTO 3a €ro
JICATCIHLHOCTRIO OCYIIECTBISICTCS KOHTPOJIB.

[Ipu paboTe ¢ ceTpi0 IHTEPHET ¢ MCIIONB30BAHNEM aKTHBOB OOMIECTBA KOHTPArCHTaM 3alPEIIeHO
TIepechlIaTh H/MIH Pa3MEIaTh Ha BHEIHUX pecypcax (yOnmdaHbIX (ainosex cepeepax, popymax
U T. 1.) KoHbuAeHIHaTbHyo HHbopManuio OOLIECTBa, B YACTHOCTH, CBEICHHUS, COCTABIIIOLINE
KOMMEPYECKYIO TaitHy, IEPCOHANBHBIE JaHHbIC, XpaHuMBIe U oOpabateiacMble B JIBC, a Takke
KOHTaKTHBIE JaHHbIe paboTHHKOB OOIecTRa.

I[Ipu paGote ¢ ceThio MHTEpHET KOHTpareHTaM 3alpenieHO HCIOJIL30BAHUE COLUANIBHBIX CETeH,
CHCTEM MTHOBEHHOTO 0OMEHA COOOIICHUSIMH (MECCEHDKEPOB) U APYTHX CPEIICTB KOMMYHUKAINH,
[IpIMEHEHHE KOTOPBIX He coriacoBaHo ¢ YUb.

Ilpu pabore ¢ WT-madpactpykTypoit OOImecTBa KOHTpArcHTaMm 3alpelleHO HCIIOJIB30BAHHEC
BBIUHCIIHTENBHEIX pecypcoB OOuiecTBa B IENIX IONYYEHHs JIMYHON MaTepHalbHOW BBHITOJIEL,
HampyMep, OCYIIECTBICHHE TOPTrOBIX OIEpALlii, MAHUHTa KPUNITOBATIOT U T. [

JlonycKaeTcs MCIIONB30BaHKE TONBKO MOAKITIOYEHHS K ceTH MHTEpHET, KOTOPOE MPeOCTaBIsAeTCs
corpymaukamu  YUT. 3ampemmaercs HCHONB30BaHME CTOPOHHHUX ITPOrPAMMHO-ANAPaTHBIX
peILIeHuit [l IOCTyTa K BHEITHAM ceTsiM, Hanpumep, 3G-monemos, LTE-MonemMoB u T. 1.
KoHTparenTaM 3ampemaercs camocrosrensHo (6e3 cormacosanus ¢ YWUT u YUB) BHocuth
H3MEHEHHS B CETEBBIE HACTPOHKH CEPBEPOB M pabouMX CTaHIMH, B YaCTHOCTH, H3MEHAThH
HacTpoiiku IP-aqpecoB ¥ MapIipyTH3AIMA CETEBOro Tpaduka. ,
IIpu pabore ¢ UT-undpactpykryporr OOllecTBa KOHTpareHTam 3alpeliacTcs pasMelarh
¥ [IEpeaBaTh YIPOXKAOLIYIO, KIEBETHHYECKYIO, HENPHCTORHYIO HHpOpMAIHIO, 8 TaKxKe JH00YIo
HHYI0O MH(QOPMALMIO, HAPYLIAOIYIO HOPMBI JACHCTBYIONIETO 3aKOHOMATENbCTBA Poccuickoit
denepanuu. Takxke 3ampermacTcss HOCEHIATH BEO-PECYpPCHI, COAEPKAIME YKA3aHHBIC THIIBI
HHGOPMALIUH.

IIpu nepenade KoHGHUICHIMATEHON HHPOPMAITIK (KOMMEPYECKOH TalHBI, IEPCOHATBHBIX NaHHBIX
U T. 11.) 9epe3 cOOOIEH s 3JIEKTPOHHOMN TOYTHI KOHTPAareHTaM HeOOX0AUMO HCIIONB30BaTh CPECTBA
muQpoBaHUsL.

3anpemiaeTcs Iepefada MOYTOBBIX BIOXKEHHH, SBISIOMMXCS MCIONHAEMbIME (aiiiamu, a TaKke
ApXHBOB, COJEPKAIIUX HCIOIHAeMbIE (aisl. B yacTHOCTH, pedb HAET O aiinax ¢ paciIMpeHUIMU
.exe, .dll, .sys, .scr, .pif, .js, .cmd, .bat, .psl u T. .

3ampemiacTcsl yCTAHOBKA yCTAPEBINMX BEPCHl MPOrPaMMHOTO OOECIEYeHHs, B OCOOCHHOCTH
sepcuit 10, CHATBIX C MOMAEPKKHM IIPOU3BOJMTENEM, B TOM YHCJIC OICPAllHOHHBIX CHCTEM.
VCKITIoYeHre COCTABILIIOT CIy4Yad, KOrga ycraHoBka ompenencHroii Bepcuu I1O Bei3Bana
IPOU3BOJICTBEHHON HEOOXOAMMOCTBIO U coriacoBana YUb.

TpeGoBaHHs 110 HCII0JIb30BAHHIO ChEMHBIX HOCHTeJIeH H IOPTATHBHBIX YCTPOMCTB

Mcnonp30BaHHe KOHTPAreHTAMH ChEMHBIX HOcHTeNeH WHGOpMamluM, TaKuX Kak (roimi-Kaprel,
CHEMHBIE U BHEIIHHUE >KeCTKHE AucKH, kapTel namatu (SD, CF, MemoryStick u ap.), CD/DVD-
R/W, MarHMTOONTHYECKHX AHCKOB, MOJIKIIOYAEMBIX BHEUIHWX YCTPOHCTB (HOYTOyKOB, PDA,
cMapTdoHOB) U 1p. npu padote ¢ UT-undpactpykrypoit OdmecTsa TOHKHO OBITH COrIACOBAHO
c YUb.

3anpemaeTcs KONUPOBaHHE KOHGQUICHIMANbHON HHQOpMAlMu (KOMMEPUECKOH — TaHHBL
IEPCOHANBHBIX JaHHBIX U T. I.) OOIIecTBa Ha CHEMHBIE HOCUTEINH, IPUHAUICKAIINE KOHTPArcHTy.
Bce HocuTeNH MHGOPMAIMH U IOPTATHBHBIE YCTPOHCTBA, BHOCHMbIC KOHTPAr€HTaMM HA OOBEKTHI
O61ecTBa, JOMKHEI OBITH YUTEHBI B CIISIIHATBEHON KHUTE YYETa, 4 UX BHOC OPTraHH30BaH COIIACHO
Ipolielype, ONUCaHHOi B paznene 3.4.

Bce Hocutend HHGOPMAUMH M UHBIE DJIEKTPOHHBIE YCTPOKCTBA, MoAKIodaeMsle kK JIBC, MOmKHBL
OBITH MPOCKAHMPOBaHEI aHTHBHEpPYCHEM 110 Ha npeaMer Hanmuus BpegonocHoro [10.
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3.6.5.

3.6.6.

3.7.

3.7.1.

3.7.2.

3.7.3.

3.7.4.

3.7.5.

3.7.6.

3.7.7.

3.7.8.

3.8.

3.8.1.

Bce mopTaTuBHBIE YCTPOHCTBA, BHOCUMBIE KOHTpareHTaMu Ha 00heKThI OOIIECTBa, IOJKHE! HMETh
ycraHoBNeHHOe anTHBHpycHOE 10 ¢ akTyanbHBIMHA BEPCHSIME AaHTHBHPYCHBIX 0a3 U IIPOrpaMMHBIX
MOZYJIEH.

Ha Bce mOpTaTHBHEIE YCTPOMCTBA, BHOCHMBIE KOHTpAareHTaMu Ha 00BEKTH OOILIECTBA, MOIDKHEI
OBITH YCTAHOBJIEHBI OOHOBJIEHHS GE30IACHOCTH ONEPAIIHOHHBIX CHCTEM U TpUKiIanHoro I10.

TpeGosaHus Mo HCMOJb30BAHUIO 00JJa4YHBIX CEPBHCOB

Jins o6meHa wuHpopMalmeldl Mexay KouTpareHTamMr d OOMmMECTBOM MOTYT WCIOJB30BAaThCS
obiauHBle cepBHCH, Takue kak xpamwmme NextCloud u nmarpopma Microsoft Project.
[IpencTaBUTENAM KOHTpAreHTa MOTYT OBITH CO3/aHBI JIOKANbHBIE Y4YETHBIC 3aIUCH B CEPBHCE
NextCloud u mpenocTaBieH AOCTYN K IMPeKTOpHsM paboTHHKOB OOiecTBa MO COrNACOBAHUIO
¢ BaagessiieM aupextopuu U YUB.

Jng opraHWsamuy JOCTyIla KOHTpareHTa K 0OJauHOMY CEpBHCY pPAaOOTHHK IIOJpas/ieieHsI-
Kyparopa HomkeH chopMHpoBaThH 3asdBKy B cucteMy Service Desk ¢ ykasaHumeM Clieqylommx
JAHHBIX TPeICTaBUTENS KOHTPAreHTa:

d.N.0;

JIOJDKHOCTB;

aJipec IEKTPOHHON MOYTEI;

KOHTAKTHEII HOMeD Te1e(oHa,;

CTIUCOK IaNOK (AMPEKTOPHUif) MK IIPOCKTOB, K KOTOPHIM HEOOXOIHM IOCTYII;

TpeOyeMBbIii YPOBEHD IIPaB JOCTYIIa (TOJIHKO YTEHHE / YTEHHE U 3aMHCh);

OIHCAaHHUE JOKHOCTHBIX 00sM3aHHOCTel / 000CHOBaHKE HEOOXOIMMOCTH IOCTYTIA.

O6s3aTeIbHBIM ~ YCJIOBHEM JIJIS  COTJIACOBaHMs JOCTyna K OOJAauHOMY CEpBHCY SIBISETCA
IIpeBApUTEILHOE NOMACAHAE KOHTPAreHTOM COTTALICHHS O HEpasTIaleHNH KOHbUAeHIHaATBHOM
urdopmarmi (NDA) o popme OGiiecTBa, a TakKe coraacue coOMOAaTs TPeOOBaHUS HACTOSIIIETO
PerilaMeHTa W HECTH OTBETCTBEHHOCTh B CiIydae HapyIUCHUs (HEHCHONHEHMS) IIOJIOKEHUH
Pernmamenra.

IIpu paGoTe ¢ 06MaYHBIMU CEPBACAMH 3aIIPEIIAETCsl PA3MEIIEHHE BPEIOHOCHOTO U IOTEHIMAIBHO
onacHoro 110 ¥ MHBIX MAaTEPHAJIOB, HAPYIHAIOIMX JEHCTBYIONIEE 3aKOHOAATENBCTBO Poccuiickoi
denepaum.

[Ipu paGore ¢ OGNAYHBIMH CEPBHCAMH 3alPEINACTC Pa3sMEINCHHE NEePCOHATBHBIX JAAHHBIX
GM3HYECKUX JIHIT, @ TAKXKE MAaTEPHANIOB, COAEPKAIIIX KOMMEPYECKYIO TalHHY.

3anpeinaercs HCIOIb30BaHue 00IaUHBIX CEPBUCOB JUIS IEPEady MaTEPHANIOB JTHYHOTO XapaKTepa,
doT0-, BUAEO- MK MHOM HHbOpPMAaLUH, HE OTHOCsIIEelicH K AedrenpHocTr ObuecTsa.

B messix S5KOHOMHH JIUCKOBOTO IPOCTPAHCTBA MOJIB30BATENH IPOBOJAT IIEPECMOTP MHGOPMAIIUH,
HaxoAdmeiics B MCHOJL3YEMBIX HMH JUPEKTOPUSAX OOJAaYHOTO XpaHWIMINA, H YAAIIIOT
MHGOPMAIHIO, IOTEPABIIYIO CBOKO aKTyaTbHOCTD M YTPATHBIIYIO CBOIO HEHHOCTD [UIsl BHIOJIHEHHUS
cnyxeOubIx 331a4. [lepecMOTp JODKEH IPOBOAMTRCS HE PEXXKE YEM OJIMH pa3 B roll.
IIpe/scTaBHTENAM KOHTPareHTa 3ampeliaeTcs nepeiaBarh (Qaiiiibl, HOTydeHHbIE 9epe3 obmayHbIe
CEpBHCHI, JHIAM, He HMEIOIIMM JOCTYNa K COOTBETCTBYIONIEH AUPEKTOPHH KM IPOeKTy. Takxke
3ampelnaercs nepenaya ayTeHTHHUKAIMOHHBIX JAHHBIX K 00J1a94HOMY CCPBUCY TPETHUM JIMLIAM.

B ciydae u3MeHEHMs JODKHOCTHBIX 00A3aHHOCTEN MM YBOJIBHCHUS IIPS/ICTABUTENIS KOHTPAareHTa
€ro yuéTHas 3aIich B 00Ja4HOM CepBUCE HE3aMEIUTENBHO OIOKHPYETCS.

TpeGoBaHus M0 3aMIATE OT BPEAOHOCHOTO IPOrPAMMHOr0 00€ecIeueHU st
Bce cepeepbl m paboure CTaHIUH KOHTPAreHTa, ¢ KOTOPHIX ocymiecTBisgerca moctynm x HT-
nHdpacTpykType OOIEcTRa, IIPOU3BOAWTCS XpaHeHHE U 06padoTKa JaHHBIX OOIIeCTBa, a Takke

HHBIE CHCTEMBl, 3aN€HCTBOBAHHBIE IJIS BBIIOIHEHHS paboT 1O JOTrOBOPHBIM 0043aTE€NbCTBAM
¢ OGIECTBOM, AOJDKHEI OBITH OCHAIEHBI aHTHBUPYCHBIM [10.
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3.8.2.

3.8.3.

3.8.4.

3.8.5.

3.8.6.

3.9.

3.9.1.

3.9.2;

3.9.3.

3.94.

3.10.

3.10.1.

3.10.2.

3.10.3.

JlomyckaeTcss HCIIONB30BaHME TOIBKO JIMIEH3MOHHBIX AHTUBHPYCHBIX CPCACTB, JIETUTHMHO
3aKYIUIEHHBIX Y TOCTABIIMKOB TAKMX IPOrPAMMHBIX H IPOrPaMMHO-ANNAPATHEIX KOMIIJICKCOB.
Antusupycroe I1O, HCmoNB3yeMoe KOHTPareHTOM, JOJDKHO BCET/d UMETh aKTYalbHBIC BCPCHH
AHTUBHPYCHBIX 0a3 ¥ MPOrPAMMHBIX MOJYJEH. YCTaHOBICHHBIE 3AIIMTHBIC PEIICHUS MOIDKHBI
0JTy4aTh OGHOBJICHNS U3 JOCTOBEPHBIX HCTOYHHUKOB HE PEKE TPEX pa3 B ICHD.

3anperaercs YaCTUIHOE MM MOJHOE OTKIIIOYCHUE aHTHBUPYCHOTO [10 (BBIKITIOYEHUE MOLYIEH,
OTKIIOYEHHME 3AIKTHI, 3aBePIIeHHe paGOTHI IPOrPaMMBI M T. 11.). Taroke 3anpemaeTcs u3MECHCHHE
koHurypanuu antusupycHoro IIO, mpuBOAsiee K CHWKEHHIO YPOBHA obecreyeHus
uHbOpMAIMOHHOH Ge30macHoCTH. HacTpoMKn aHTMBMPYCHBIX PEIICHHH MNOJDKHBI BKIIOHATH
IBPUCTHYECKHE M CUTHATYDHbIE METOMbI OOHApYKEHHs, aBTOMATHYECKOE JICYCHHUE 3apaXCHHDIX
00BEKTOB, IPOTOKOIUPOBAHHE COOBITHH.

He pexe oIHOTO pasa B HEJENIO JOKHO MPOM3BOAUTEHCS aBTOMATM3MPOBAHHOE aHTHBUPYCHOC
CKaHUPOBAHME BCEX CEPBEPOB M pabOUMX CTAHLHU KOHTPAreHTA.

IIpu obmapyxeuuu BpemoHocHoro 110 wmnu Apyrux IPH3HAKOB HHIKJACHTA b Ha cucremax,
mcnonp3yeMbx B pabore ¢ JIBC O6mectsa, a Takke XpaHAUX M 00padaThIBAIOMIMX NaHHBIE
OO61ecTBa, KOHTPAreHT 00s3aH:

npounpopmuposats Y Ub;

IPEeKpaTUTh UCIIOJB30BAHUE 3aPKEHHON CHCTEMBI (OTKITIOYUTEH KOMIIBIOTED OT CeTH);
MPOMH(POPMHPOBATH HEMOCPEACTBEHHOTO PYKOBOAUTEILA.

TpeGoBaHus K BHINOJIHEHHIO paloT Ha ceTeBoii HHPPACTPYKTYpe Ob6mecTBa

Co3aHne HOBBIX CETEBHIX COEIMHEHHUM (IIOIKIIIOUCHHM) MEXAY CCTMEHTaMH CETH U yCTAHOBKA
ceTeBoro 060pynoBanms 6e3 cormacosanus ¢ YVIB sanpemnena. MeToIbI CETEBOr0 B3aUMO/IEHCTBHAS
¢ BHELIHHMH CETSIMH IOJUKHBI OBITH coryacoBaHbl ¢ YVB M OTpaxkeHBI B INPOCKTHOM, & TaKxkKe
B paboyeli JOKyMEHTALIMH.

Bce TeleKOMMYHHKAIHOHHOE 060py/JOBAaHUE JIOJDKHO HAXOMUTHCS B BBIIECTICHHBIX 3AIMUIIACMBIX
NOMELIEHUSAX WIH TEIeKOMMYHHKAMOHHBIX Imkadax, O0OOpyNOBaHHBIX B COOTBETCTBHH
c TpeboBanuAMH 10 (u3muecKoii Oe3zomacHOCTH. Bee HEHCIIONB3YEMBIC uaTepdericHpie TOPTHI
KOMMYHHKAIHOHHOTO 000PYyIOBaHHS JOJKHBI OBITH OTKIIOUCHBI.

Bce Kkabenmu KabenbHOM CHCTEMSBI JOKHBI OBITH MPOJIOKEHbI B KOPO6ax, QabIInonax/moToNKax
WM MHBIM CTOcO60M, CKIFOUAIOIIKAM WX BBIBOJ HAapyXky. Bce KoMMyTallMOHHBIE MAHETH JOKHBI
OBITH PACIONIOKEHbl B KOHTPOIMPYEMBIX 3allMIIAEMBIX IIOMEHICHMAX WM 3aMHPacMBIX
¥ OIUIOMOMPOBAHHBIX MiKadax.

Ha KOMMYTALMOHHBIX NAHENSX HOJDKHA HAXOMMTHCS MapKMpoBKa Kabeneil B COOTBETCTBHH
¢ Texymell Tabnuueld MOAKTIOYCHUH U COeMHHEHHH. TenekOMMYHHMKAIHOHHOS obopynoBaHue
JOJKHO GBITH IPOMAPKEPOBAHO (HAIPHMED, HAKICHKAMH Ha TIEPEIHEH TIaHeH) TAKUM obpazoM,
YTOOBI Er0 MOXHO OBUIO OAHO3HAYHO MIACHTH(GHUIMPOBATD, HAIPHMEP, 10 AHBEHTAPHOMY HOMEDY.

Tpe6GoBaHusi K 06padoTKe NEPCOHANBHBIX JAHHBIX

[lepenaya (DOCTYN) MEPCOHANBHBIX NAHHBIX OCYLIECTBIACTC B IMOPANKE, YCTAHOBJICHHOM
BHYTPEHHHMH JoKyMeHTamu OOINECTBa, B COOTBETCTBHY ¢ JEHCTBYIOIIMM 3aKOHOAATCIECTBOM,
periaMeHTHpPYIOIIM 00pabOTKy IepCOHAIBHBIX NaHHBIX.

JlocTyn K CHCTEMaM, COZCPIKAIlUM IIEPCOHAbHBIE JaHHbIC, IPEJIOCTABIIAETCS IO COrTACOBAHUIO
C paGOTHHKOM, OTBETCTBEHHBIM 3a JaHHYIO chcTeMy, u YUB. 3ampoc mocTyna ocymecTBIseTC
IyTéM HANpaBlEHWS 3as{BKU depes cucreMy Service Desk unn cayxeOuoit 3amucku B COJI
DIRECTUM ot pabotarka Ob1iecTBa, OTBETCTBEHHOTO 32 B3aUMOJCHCTBHE C KOHTPAreHTOM.
JIocTyn K CHCTEMaM, COAEP)KAlIUM MEPCOHANBHBIE JIAHHBIE, HPENOCTABIIAETCA B COOTBETCTBUU
C IPHHIMIOM MHHHMAIBHBIX [PHBIIErHi (OTCYTCTBHEM H30BITOYHOCTH IpaB JOCTYTIA)
IIp HATMYAH MOTUBMPOBAaHHOro 000cHOBaHMA. OOOCHOBAaHHE MHOCTYN@ MHOJDKHO BKIIOYATH
OIIMCaHKe MOCTABJICHHOM 3a/1a4H, €& PeryIsIpHOCTb, a TAKXKE MPECIelyEMBbIC IETH.
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3.104.

3.10.5.

3.10.6.

3.10.7.

3.10.8.

3anpemaercs KOMHPOBaHHE H30BITOYHBIX IUIS PELICHMs BBHIIOIHAEMOM 3aJau¥ MEPCOHANBHBIX
JMAaHHBIX B IOKAIBLHBIE XPaHUIHIIA (HOCUTENH HHYOPMALIIH).

Ilocne okoHuaHHsS pabOTHl CO CKONHPOBAaHHBIMH IEPCOHAIBHBIMH  JaHHbIMH (6O
TIpH IPHOCTAHOBKE paboThl HA IIHTENBHBI CPOK) CKOIMPOBAHHBIE JAHHBIC MOJDKHBEI OBITH
yJIaJIEHBI M3 JIOKAIBHOTO XpaHUJIHILA.

3anpemaeTcss xpaHenme M 00paboTKa MEpPCOHANBHBIX NAHHBIX U3 CHCTeM, Bxoasiux B WT-
undpactpykTypy OO1IecTBa, Ha CHCTEMBI, He npuHaiexanue OOIeCTBY, B TOM YHCIIC HA JINYHBIC
HOCHTENTH MHPOPMALUK U 00JIauHble CEPBHCHI, 33 HCKIIIOYEHHEM CIIydaes, cornacoBanuex YUb,
KOr/la TAKHE CEPBUCHI COOTBETCTBYIOT TPeOOBaHMSAM 3aKOHOIATEBCTBA. ~
3anpelaeTcs HIMIIOPT NEPCOHATBHBIX JaHHBIX B JPyTHe cUCTeMBI 6e3 cornacosanus Y b, a Taoke
BIIQJ€/IbIIA AKTUBA, B KOTOPOM XPaHATCA ¥ 00pabaThHIBAIOTCS JAHHBIE HA TEKYIIUM MOMEHT.
3amnpertaercs 310ynoTpeOIATE BO3MOXKHOCTBIO JOCTYIA K NEPCOHANBHEIM JaHHBIM U HCIIOIb30BATH
HX B IMYHBIX LEIsaX. B ciygae oOpamieHus TpeThHX JIUL ¢ MTPOCh0aMH O JOCTYIIE K MEPCOHATBHBIM
JAHHBIM HeoOxoauMo mpouH$popmuposaTs Y Ub.
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[Ipunoxenne
K PernamenTy ucnons3oBaHus
nHQOPMALIMOHHBIX PECYPCOB

000 «HOIT PMK-BE3O0ITACHOCTDb»

OroBopka 15 BKOYeHHs B 1oropopsl 000 «UOIT PMK-BE30ITACHOCTb»!

Hcnonautens’ o0s3aH BHIIONHATE TpeGoBanus Pernamenta HCIOJIb30BaHUS HHPOPMAIMOHHBIX
pecypcos OO0 «4UOIT PMK-BE30ITACHOCTD» (nanee — PernaMeHT), pa3sMeIieHHOr0 Ha OHIHAIEHOM
caifTe 3aKa3umka’: https:/sbrmk.r: . CTOPOHEI PyKOBOACTBYIOTCS penakimeii Pernamenta, aeifctryromeit
Ha MOMEHT 3aK/TroueHns JloroBopa / JOMONHUTENBHOTO cornamenus k Jlorosopy*.

IToanmuceiBas HaCTOAMKM TOTOBOP (cormaiieHue), icoaauTesns MOATBEPKAAET, YTO O3HAKOMMIICS C
TEKCTOM PerjamedTa MOMHOCTHIO, IPHHHMAaeT Ha ceOs O0O0SM3aTENbCTBA, KOTOPBIE OTHOCATCA K
00s13aTeNbCTBAM KOHTPAreHTa B coOTBeTCTBHU ¢ PermamentoM. Taxoke McnomnuTens MOATBEPKAAET, YTO
COMVIaCEH C YCIOBUSAMH OO0 OTBETCTBEHHOCTH, IIPEAYCMOTPEHHBIMH PeriamMeHToM, CYHTaeT uXx
COpa3sMEPHBIMYU M HE HAPYINAOIIUMHU €TI0 IIPaBa U 3aKOHHBIE HHTEPECHL. ‘

B cnyuae mapymenus HMcnonauteneM o0s3aHHOCTEH, MpeyCMOTPEHHBIX PernmamenToM, 3akazuuk
BIIPaBE IIPUMEHHUTD K VICTIOTHHUTENO OTBETCTBEHHOCTD, YCTAHOBJIEHHYIO PernaMeHToM.

! HacTosI@as orosopka oGsA3aTeNibHA [JIs BKJIKOUEHHS BO BCE JOTOBOPBI, @ TakkKe B COrMAIIECHUd O KOHOUACHUHAILHOCTH,
croponoii kotopbix sBiasercss OO0 «HOIT PMK-BE3OITACHOCTDL». JloroBopsl, COrNailieHus, 3aK/OUEeHHbIEe A0 Hayaja
HOeicTBUsA Pernamenra, AOMKHBI ObITh JONONHEHbI YKAa3aHHOW OrOBOPKOH IOCPEACTBOM 3aKIIOYEHHS OTIACNIBHOrO
JOTNOJIHUTENILHOIO COTTAUIeHUs WK NP1 0QOopMIIEHHH OUEPEIHOrO JOTOJHUTENBHOTO COMJIALIEHHUS K IOTOBODY.
2 HayMeHOBaHHWE KOHTPAreHTa IPUBOAUTCA TaK, KAK YKa3aHO B JOTOBOPE (MCIOJHUTEb, NOAPSIYMK, TOCTABIIKUK U T. I.).
3 Haumenosanue OGILECTBA NPUBOIUTCS TaK, KAK YKA3aHO B IOrOBOpE (3aKa34uK, MOKYMaTelb U T. 1.).
4 Crnenyer ykaszath JIOroBop WM AOMOJHHUTENbHOE cornameHue K J[ororopy B 3aBUCHMOCTH OT TOrO, B KaKOH AROKYMEHT
BKJIIOYEHA OTOBOPKA.
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JIneT perucrpanuu H3MEHEHHH

Homep
H3MEHCHHS

Homep
paszaena

Homep
CTPAHUIBI

JlaTa BBeieHHs
H3MEHEHHS

IMoanuce
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